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Overview

1. Context
2. Spoke Initiative-update

“A Licensing Model and Ecosystem for Data 
Sharing” 

3. Next steps
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Has anyone deposited data in a 
repository?

•Open
• Restricted
• Don’t know…
• Haven’t but thought about it…



Has anyone here shared 
research data with a colleague?

I did!!
It helped me get tenure…



Has anyone here ever thought…
•WOW, if only we could get 

DATA…[HEALTH RECORDS] 
[PURCHASE BEHAVIOR] [ENERGY 
CONSUMPTION] …we could test our 
algorithm, and conduct seriously 
robust research that has a real impact
• BUT… I cant because of…
• Legal issues…

• Privacy…
• Policies



Data sharing barriers
Policy Licensing, 

agreements

§ Complex 
regulations 
governing use of 
data in different 
domains 

§ Data lifecycle –
data…living thing
~ Do not want to 
loose control over 
data downstream
~ What if data is 
redacted?

“Creative 
commons”  (CC,
CC0, etc.) does 
not address 
need

Rights, privacy

Concerns over 
sensitive 
information 
(e.g., PII)Security

Technical and 
systematic 
aspects

Incentives

Why would 
someone go to 
all the effort to 
share their 
valuable data?



Involves lawyers 
to create 
individual 
agreement!

No sharing without a legal agreement

Still, merit in sharing



Spokes and rings

Co-Chairs
Jane Greenberg, Drexel
Sam Madden, MIT



Spoke Project: A Licensing Model 
and Ecosystem for Data Sharing
1. Licensing Framework / Generator

2. Data-Sharing Platform (Enforce Licenses)
• DataHub

• ShareDB

3. Metadata (Search Licenses and Data)

• Principle: Solve the 80% case!



Enabling Seamless Data 
Sharing in Industry and 
Academia (Fall 2017)
Heard from the trenches…
• Collect agreements
• Build a trusted platform
• Good metadata!



Progress
1. Metadata infrastructure and life-cycle 

management
2. Prototype system – DBShare
3. Algorithmic related work



Licenses Analysis
(Sam Grabus, CCI/Drexel)







Lay of the land: Agent, access/rights, + workflow



Rights related standards Initiatives
§ Rights statements.org: 

http://rightsstatements.org/en/
documentation/

§ Mets: 
http://www.loc.gov/standards/r
ights/METSRights.xsd (rights 
declaration extension schema)

§ Open Digital Rights Language 
(ODRL): 
https://www.w3.org/TR/odrl/, 
https://www.w3.org/ns/odrl/2

§ ONIX-PL for licensing terms: 
http://www.editeur.org/21/ONI
X-PL/

§ Research Data Alliance Legal 
interoperability Interest 
GroupRDA/NISO Privacy Task 
Group RDA Metadata IG, WG 
Datasets licensing project: 
https://datasetlicencing.wordpre
ss.com/

§ Dataverse data tags project
§ Linked Content Coalition—LCC 

Rights Reference Model as part 
of the LCC Framework: 
http://www.linkedcontentcoalitio
n.org

§ FAIR-Findable, Accessible, 
Identifiable, and Reusable



Prototype system – ShareDB



Goal: Licensing Framework

Controlled access

Tracking of access

Usage rights (e.g., publication, copying)

Duration of use

Warrantees of correctness/completeness/availability

Other requirements

Standard terms for researchers/data providers, lawyers, 
and compliance teams





Health Insurance 
Portability and 
Accountability Act











Algorithmic related work



Is this possible: Technology ⨝ Sharing 
Agreements

Technical
Access control & 
rights management
Expiration
Logging & auditing
Provenance/Finger
printing
De-identification
“Noising”
Aggregation

Agreement Clauses
Controlled access (who & where)
Tracking of access
Usage rights (e.g., publication, 
copying)
Duration of use
Warrantees of 
correctness/completeness/
availability
Other requirements



Is this possible: Technology ⨝ Sharing 
Agreements

Technical
Access control & 
rights management
Expiration
Logging & auditing
Provenance/Finger
printing

De-identification
“Noising”
Aggregation

Agreement Clauses
Controlled access (who & 
where)
Tracking of access
Usage rights (e.g., 
publication, copying)
Duration of use
Warrantees of 
correctness/completeness/a
vailability
Other requirements



NLTK – parsing terms
• Set maximum keywords length: 5

List top 1/5 of all the keywords

Result:
Keyword: research studies involving human subjects , 
score: 20.4583333333
Keyword: district assigned student identification numbers , 
score: 18.8387650086
Keyword: includes personally identifiable student information , 
score: 17.6168132942
Keyword: district initiated data research projects , score: 14.8577044025
Keyword: support effective instructional practices , score: 13.0
Keyword: personally identifiable information shared , 
score: 11.3440860215
Keyword: disclose personally identifiable information , 
score: 11.1440860215
Keyword: policy initiatives focused , score: 9.0
Keyword: informing education policies , score: 9.0







Dataset, 
workload, 
epsilon

Model 
for Alg 1

Model 
for Alg 2

...

Model 
for Alg n

e1

e2

en

Select highest 
performing 
Algorithm 

Differentially Private Querying – Improving queries 
over data that don’t expose private information. 

Our approach automatically chooses an algorithm that will 
achieve a desired error while maximizing privacy.

For each algorithm in, A, create a model which can predict the 
epsilon to produce desired error rate, given dataset and 
workload -> select algorithm with highest predicted epsilon



Conclusions and next steps
§ Work underway, a lot of heavy lifting…
• Mining licenses shows great diversity, but similarities
• Metadata expertise

§ Infrastructure to build on assisted with 
prototyping

§ Continue to collect licenses
§ Community building and connecting, IEEE-

BDGMM, RDA – Research Data Alliance
§ Webinar supported by NEBDIH (April?!!)
§ Workshop-2, Drexel, September 2018



http://cci.drexel.edu/mrc/research/a-licensing-model-and-
ecosystem-for-data-sharing



Alternative … repository deposition



Closed 
data

Intel-Collaborative
Cancer Cloud 
(CCC) (Dana-Farber, 
OHSU, Ontario Institute for 
Cancer Research (OICR))-
data

Collaborative 
Genomics Cloud
(CGC) colocalizing
massive genomics 
datasets) – genomics 
sharing, identifying 
cancer causing mutation

FICO score (Fair Isaac 
Corporation) – credit 
score, risk 

Open data


